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Features

Module 1: SIEM & Log Management
Event Correlation

Log Management

Incident Response*

Integrated Threat Intelligence*

Security Team and the Open Threat Exchange® (OTX™)*

API- Powered Asset Aiscovery

Network Asset Discovery

Software and Services Discovery

Network Vulnerability Scanning

End Point Vulnerability Scanning

Cloud Vulnerability Scanning

Cloud Infrastructure Assessment

Web Application Assessment

Operating System Security Assessment (OSSA)   

Database Assessment

Module 2: Asset Discovery

Module 3: Vulnerability Assessment

SOC SaaS
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Features

Module 4: Intrusion Detection

Network Intrusion Detection (NIDS)

Cloud Intrusion Detection

SOC SaaS

Host-based Intrusion Detection (HIDS)

File Integrity Monitoring

Continuous Endpoint monitoring & Proactive  Querying

Next Generation Anti-Virus (NGAV) 

Module 5: Endpoint Detection and Response 

Asset Access Logs

AWS VPC Flow Monitoring

VMware ESXi Access Logs

Cloud Access and Activity Logs (Azure Monitor,
AWS : CloudTrail, CloudWatch, S3, ELB)

Module 6: Behavioral Monitoring

Identity Theft Reporting 

Spam Account Visibility 

Compromised Account Reporting

Domain Protection Service 
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Features SOC SaaS

Planning and Reconnaissance

Scanning

Gaining Access

Maintaining Access Analysis & Reporting

External Pen Testing 

Easy Restore

Encrypted Backup in the Cloud

Restore to VM for DR

Backup One Main Server
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